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Abstract: The quality of several search services on the Internet is 

enhanced by the personalized web search (PWS). Due to the user’s 

unwillingness to reveal their individual information, while search has 

become a major obstruction for the broad use of PWS. As per the user 

preferences, the privacy protection in PWS applications that model acts 

as hierarchical user profiles. In this paper, a PWS framework named 

UPS that can derive the profiles by inquiries during with regard to user 

specified privacy requirements. A striking balance between two 

predictive metrics that estimate the privacy risk of obstructive the 

generalized profile and the function of personalization is aimed by our 

runtime generalization. It is generalized by two greedy algorithms; there 

are Greedy DP and Greedy IL. Hence, to decide the personalizing a 

query is beneficial, which is given by an online prediction mechanism. 

The effectiveness of our framework is demonstrated by comprehensive 

experiments.  
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1. INTRODUCTION 
 

Ordinary people searching useful information on the web via 

the most important portal of web search engine. Anyhow, users 

might suffer when the search engines revert the inappropriate 

results that do not match with their real intentions. Due to the 

tremendous mixture of users’ settings and backgrounds, the 

inappropriate results are massive as well as the uncertainty of 

writings. Personalized web search (PWS) is targeted to provide 

improved search results that are handmade for private user needs. 

Therefore, the user data has to be composed and reviewed to sort 

out the user objective subsequently the delivered query. 

 
The results to PWS can be divided into two types, called profile-

based ones and click-log-based methods. It is forthright and 

simply execute bias to clicked pages in the users’ query history. 

This strategy has established to perform frequently and 

substantially well [1]. It can work on frequent queries from the 

similar user which is a strong limitation enclosing its suitability. 

On the other hand, profile-based methods enhance the search 

experience with complex user-interest ideals produced from the 

user profiling techniques. It is suitable for almost all sorts of 

queries. But, it is stated to be unbalanced under some 

surroundings [1].   

 
Even though, there are advantages and disadvantages of both the 

types of PWS techniques. The profile-based PWS has established 

to improve the quality of web search engine, with cumulative 

usage of personal and behavior data to profile of its users. It is 

normally gathered totally from query history [2], [3], [4], 

browsing history [5], [6], click-through data [7], [8], [1] 

bookmarks [9], user documents [2], [10], and so forth. 

Miserably, such total gathered data reveal a scope of user’s 

individual life. Due to the lack of security, privacy issues arising 

such information. Hence, for example the AOL query logs 

disgrace, dampen the data-publisher’s interest in providing 

personalized service and also arise the panic among individual 

users. The broad propagation of PWS services has become a 

massive trouble in the privacy concerns. 

 
2. RELATED WORK 
 
In this section, we overviewed the related works, and focus      
on      the     literature     of     profile-based privacy protection 
and personalization in PWS system. 
 

2.1 PROFILE-BASED PERSONALIZATION 
 

Profile-based PWS is mainly focus on improving the search 

utility is reviewed on the earlier works. These works are 

focusing to tailor the search results by referring to, frequent 

implicitly. Then, it reveals an individual information goal. As per 

the result and our view, the previous output to PWS on two 

aspects, called the measure of the effectiveness of personalization 

and representation of profiles. Available of several profile 

representations are in the literature to facilitate various 

personalization strategies. Previous techniques utilize term lists or 

bag of words to signify their profile. Due to the better   

scalability, stronger descriptive a b i l i t y ,  and h i g h e r  access 

efficiency, the latest works construct profiles in hierarchical 

structures. The mainstream of the hierarchical representations 

is built with existing weighted topic hierarchy and so on. 

Alternative work in builds the hierarchical profile immediately 

through term-frequency analysis on the user data. 
 
Commonly, two classes of privacy protection problems are there 

in PWS. Those regard privacy as the recognition of an individual, 

is described in the class one. Those considering the sensitivity of 

the data, specifically the user profiles, disclosed to the PWS 

server in the other class. 

 

Distinctive works in the writing of defensive user identifications 

(class one) attempt to sort out the privacy problem on various 

levels, with the group identity, pseudo identity, no personal 

information, and no identity. Resolution of the first level is 

verified to fragile. Due to the high cost in communication and 

cryptography, the third and fourth levels are impractical. As a 
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result, the existing efforts give attention on the second level. Both 

provide online anonymity on user profiles by generating a group 

profile of k users. Hence, others make use of the legacy social 

networks contrary to the third party and to provide a biased user 

profile to the web search engine. Every user acts as a search 

agency of their neighbors, in this scheme. In that way, they can 

select to submit the query on behalf of who issued it to other 

users. 

 
3. SYSTEM ARCHITECTURE 
 
The privacy-preserving personalized web search framework has 

been proposed that is called UPS, which can simplify profiles for 

each query in accordance with to user-specified privacy 

obligation. The hierarchical user profile dependent on the 

explanation of two inconsistent metrics called privacy risk and 

personalization utility. We invent the problem of privacy 

personalized search as risk profile generalization, with its NP-

hardness verified. 

 
Greedy DP and Greedy IL, the effective generalization algorithm 

has developed to support runtime model. During the previous tries to 

increase the discriminating power (DP), the next attempts to 

decrease the information loss (IL). Substantially, Greedy IL 

outperforms Greedy DP by exploiting a number of heuristics. 

 

The client has to personalize a query in UPS is provided by an 

economical mechanism. This result can be decided earlier each 

runtime profiling to improve the steadiness of the search results 

when avoids the unessential disclosure of the profile. 

 

The architecture includes the following modules: 

 

3.1 USER INTERFACE DESIGN                    

 

To connect with server user must give their username and 

password then only they can able to connect the server. If the 

user already exits directly can login into the server else user must 

register their details such as username, password and Email id, 

into the server. 

Server will create the account for the entire user to maintain 

upload and download rate. 

 

3.2 QUERY PROCESSING  
 

As per the customer requests, the data is given and it goes to the 

server. Then, In the light of query terms, the proxy produces a user 

profile in runtime, when a user issues a query on the client. The 

result of this process is a widespread user profile sustaining the 

privacy essential. The privacy risk and the personalization utility 

are considering two conflicting metrics, giving guidance to the 

generalization process. Both are defined for user profiles held the 

responsibility for storing that file into the cloud and maintains all 

files. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1 System Architecture 

 

3.3 COMBINING USER PROFILE AND QUERY 
 

In this unit for personalized search, the generalized user profile 

and user given query are delivered together to the PWS server. 

Due to the aim of providing better search results, the query with 

related user preferences stored in a user profile. 

 

3.4 ONLINE GENERALIZATION  
 

In this module, user given query based on privacy requirements 

and cost of profiling search results are checked whether to 

personalize or not. For generalization greedy IL algorithm   was   

used,   it   ordering   user   profiles according to user given query. 

 

3.5 SEARCH PERSONALIZATION 
 

In this process, according to the user profile, the user given query 

search results are personalized and delivered to the query proxy. 

Then, the user will get the results. 

 

4. PROPOSED FRAMEWORK 

 
The privacy-preserving personalized web search framework 

called UPS has proposed that according to user-specified privacy 

requirements, UPS can generalize the profiles for each query. 

At the same time, retaining   their   usefulness   for   PWS, 

the framework assumes  that  the  queries  do  not include any 

sensitive information, and aims at defending  the  privacy  in  

individual  user  profiles. As illustrated in Fig.2, UPS consists of 

a number of clients and a distrust search engine server. Every 

users accessing the search service b y  t h e i r  o w n  t r u s t .  
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An online profiler is the vital component for privacy protection,  

w h i c h  implemented as a search proxy running on the user 

machine as such. Both the complete user profile, in a hierarchy 

of nodes with semantics, and the user-customized privacy 

requests represented as a set of sensitive-nodes are maintained by 

the proxy. 
 

 
 
 
 
 
 
 
 
 
 
 

Fig.2 UPS Framework 

 
Concerning each user, the framework performs in two phases, 

called online phase and offline phase. A hierarchical user profile 

is framed and tailored with the user-specified privacy essential 

where, the offline phase. The online phase works queries as 

follows: 

 
1. In the light of query terms, the proxy produces a user profile in 
runtime when a user concerns a query qi on the client. The results 
of the process are a generalized user profile Gi fulfilling the 
privacy essential. The privacy risk and the personalization utility, 
both are defined in user profiles. Both are considered as a two 
conflicting metrics, which has provided guidance for the 
generalization process. 
2. Consequently, for personalized search, the generalized user 

profile and the query are sent together to the PWS server. 

3. The personalized search results with the user profile which is 

delivered back to the query proxy. 

4. Conclusively, the proxy has to present the raw results to the user 

or rank them with the comprehensive user profile. 

 
UPS is dignified from conventional PWS in that way, 1) it 

delivers runtime profiling, while respecting user’s privacy 

requirements it’s in effect optimizes the personalization utility. 2) 

It enables the privacy needs for personalization; and 3) it doesn’t 

require iterative user communication. 

 

4.1 GREEDY ALGORITHM 
 

A greedy algorithm is typically used to recursively build a set of 
objects based on the smallest possible constituent components for 
determining an optimization problem. Recursion is mainly used to 
solve a particular problem based on the smaller instances.  

The major advantage of this algorithm is, it provides an easy and 
simple way to implement the solutions for complex and multi-step 
problems by deciding the next step. This type of algorithm is 
known as greedy because, it provides an optimal solution to each 
smaller instance. While the optimal solution for each smaller 

occurrence will provide an output. As a whole the algorithm 
doesn’t consider the larger problem, which such algorithm is called 
greedy. It is never reconsidered, when decision has made. The 
usage of greedy algorithm is a major advantage of easy to 
understand and that solutions to the smaller occurrence of the 
problem can be forthright. It is possible that the most ideal short-
term solutions may guide to the worst long-term output, this is a 
major drawback in this algorithm. 

 

Greedy algorithms are usually used in ad hoc mobile networking 

to effective rout packs with the least number of hops and the 

smallest delay probable. They are used in artificial intelligence 

(AI), business intelligence (BI), programming and machine 

learning. 

 

5. IMPLEMENTATION 
 
As illustrated in Fig.3. To connect with server, user must give 

their username and password then only they can able to connect 

the server. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Fig.3 Login Page 

 
If the user already exits directly can login into the server else 

user must register their details such as username, password and 

Email id, into the server, as shown in Fig.4. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.4 Registration Page 

 

As Illustrated in Fig.5, the data is given by the user requests 

and goes to the server. When a user issues a query on the client, 

in the light of query terms, the proxy produces a user profile in 

runtime. 
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Fig.5 Query Processing Page 

 
The user given query personalized search results according 
to user profile and sent return to the query proxy. Then 
results are shown to user, as shown in Fig.6. 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

Fig.6 Result Page 

 
The Personalized search results are shown in Fig.7. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.7 Personalized results 

 
6. CONCLUSION 

 
This paper proposed that the personalized web search, for the client-

side privacy protection framework named UPS. In a hierarchical 

taxonomy, UPS might possibly be accepted by any PWS that catches user 

profiles. Users to specify the customized privacy obligations through the 

hierarchical profiles is allowed by the framework. Hence, to secure 

the individual privacy without compromising the search quality, the 

UPS performed online generalization. In addition, for the online 

generalization, we proposed two greedy algorithms, called 

GreedyIL and GreedyDP. 
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